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A Transparent Society (and its discontents)




“No one denies the obvious and dramatic short term benefits derived from this early proliferation of surveillance technology. That is not the real issue. Over the long run, the sovereign folk of Baltimore and countless other communities will have to make the same choices as the inhabitants of our mythical cities One and Two. Who will ultimately control the cameras?” – David Brin




“Accountability and privacy are both relatively new inventions; villagers three centuries ago knew little of either. But of the two, accountability is much more precious, and it is hard to enforce when a large swath of public life is shrouded in secrecy.” –  W. Wayt Gibbs (in 'Watch the Watchers')




“You cannot evaluate the value of privacy and disclosure unless you account for the relative power levels of the discloser and the disclosee. […] If I disclose information to you, your power with respect to me increases. One way to address this power imbalance is for you to similarly disclose information to me. We both have less privacy, but the balance of power is maintained. But this mechanism fails utterly if you and I have different power levels to begin with.”  – Bruce Schneier




“You can think of your existing power as the exponent in an equation that determines the value, to you, of more information. The more power you have, the more additional power you derive from the new data. […] This is the principle that should guide decision-makers when they consider installing surveillance cameras or launching data-mining programs. It's not enough to open the efforts to public scrutiny. All aspects of government work best when the relative power between the governors and the governed remains as small as possible – when liberty is high and control is low. Forced openness in government reduces the relative power differential between the two, and is generally good. Forced openness in laypeople increases the relative power, and is generally bad. ” – Bruce Schneier


	 http://www.davidbrin.com/tschp1.html


	 http://www.davidbrin.com/privacyarticles.html


	 http://www.transparency.org/


	 http://www.wired.com/politics/security/commentary/securitymatters/2008/03/securitymatters_0306
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